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We employ the methods of statisti al physi s to study the performan e of
Gallager type error- orre ting odes. In this approa h, the transmitted odeword omprises Boolean sums of the original message bits sele ted by two randomly- onstru ted
sparse matri es. We show that a broad range of these odes potentially saturate Shannon's bound but are limited due to the de oding dynami s used. Other odes show
sub-optimal performan e but are not restri ted by the de oding dynami s. We show
how these odes may also be employed as a pra ti al publi -key ryptosystem and are
of ompetitive performan e to modern yptographi al methods.

Abstra t.

Error- orre ting odes are of signi ant pra ti al importan e as they provide
me hanisms for retrieving the original message after possible orruption due to
noise during transmission. They are being used extensively in most means of information transmission from satellite ommuni ation to the storage of information on
hardware devi es. The oding eÆ ien y, measured in the fra tion of informative
transmitted bits, plays a ru ial role in determining the speed of ommuni ation
hannels and the e e tive storage spa e on hard-disks. Rigorous bounds [1℄ have
been derived for the maximal hannel apa ity for whi h odes, apable of a hieving
arbitrarily small error probability, an be found. However, most existing pra ti al
error- orre ting odes are signi antly far from saturating this bound and the quest
for more eÆ ient error- orre ting odes has been going on ever sin e.
One family of odes, introdu ed originally by Gallager [2℄, and abandoned in
favour of other odes due to the limited omputing fa ilities of the time, has reently been re-introdu ed [3℄, showing ex ellent performan e with respe t to most
existing odes. In fa t, it has re ently been dis overed that irregular onstru tions
of Gallager's ode result in better performan e than any other method [4,5℄ and
nearly saturate Shannon's bound for in nite message size. Gallager-type methods
are generally based on the introdu tion of random sparse matri es for generating
the transmitted odeword as well as for de oding the re eived orrupted odeword.
Various de oding methods have been su essfully employed; we will mainly fo us
here on the leading te hnique of Belief Propagation (BP) [6℄.

Most studies of Gallager-type odes ondu ted so far have been arried out via
numeri al simulations. Some analyti al results have been obtained via methods of
information theory [3℄, setting bounds on the performan e of ertain ode types, and
by ombinatorial/statisti al methods [4℄. Here we analyze their typi al performan e
for several parameter hoi es via the methods of statisti al physi s, and validate
the analyti al solutions against results obtained by the Thouless-Anderson-Palmer
(TAP) approa h [7℄ to diluted systems and via numeri al methods.
In a general s enario, the N dimensional Boolean message  is en oded to the
M dimensional ve tor J 0 whi h is then transmitted through a noisy hannel with
ipping probability p per bit (other noise types may also be onsidered). The
re eived message J is de oded to retrieve the original message.
One an identify several slightly di erent versions of Gallager-type odes. The
one used here, termed the MN ode [3℄ is based on hoosing two randomly-sele ted
sparse matri es A and B of dimensionality MN and MM respe tively; these are
hara terized by K and L non-zero unit elements per row and C and L per olumn
respe tively. The nite, usually small, numbers K , C and L de ne a parti ular
ode; both matri es are known to both sender and re eiver. En oding is arried
out by onstru ting the modulo 2 inverse of B and the matrix B 1 A (modulo 2);
the ve tor J 0 = B 1A  (modulo 2,  in a Boolean representation) onstitutes the
odeword. De oding is arried out by taking the produ t of the matrix B and the
re eived message J = J 0 +  (modulo 2). The equation
A + B  = AS + B  (mod 2);
(1)
is solved via the iterative methods of BP [3℄ to obtain the most probable Boolean
ve tors S and  ; BP methods in this ontext have re ently been shown to be
identi al to a TAP based solution of a similar physi al system [8℄.
The similarity between error- orre ting odes of this type and Ising spin systems
was rst pointed out by Sourlas [9℄, who formulated the mapping of a simpler
ode onto an Ising spin system Hamiltonian. To fa ilitate the urrent investigation
we rst map the problem onto that of an Ising model with nite onne tivity.
We employ the binary representation (1) of the dynami al variables S and 
and of the ve tors J and J 0 rather than the Boolean (0; 1) one; theQve tor J 0 is
generated by taking produ ts of the relevant binary message bits J0 = i2 i , whi h
orrespond to the non-zero elements of B 1 A, produ ing a binary version of J 0.
As we use statisti al me hani s te hniques, we onsider the message and odeword
dimensionality (N and M respe tively) to be in nite, keeping the ratio R = N=M ,
whi h onstitutes the ode rate, nite. Using the thermodynami limit is natural
as Gallager-type odes are used to transmit long (104 105 ) messages, where nite
size orre tions are likely to be negligible. We examine the Hamiltonian
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The tensor produ t D J , where J = i2 i j 2 j and  = hj1 ; : : : jL i, is
the binary equivalent of A + B  , treating both signal (S and index i) and noise

( and index j ) simultaneously. Elements of the sparse onne tivity tensor D
take the value 1 if the orresponding indi es of both signal and noise are hosen
(i.e., all orresponding indi es of A and B are 1) and 0 otherwise; it has C unit
elements per i-index and L per j -index, representing the system's Q
degree Q
of onne tivity. The Æ fun tion provides 1 if the sele ted sites' produ t i2 Si j 2 j
is in disagreement with J , re ording an error, and 0 otherwise. Note that this
term is not frustrated, as there are M + N degrees of freedom and M onstraints
(1). The two terms on the right represent our prior knowledge in the ase of biased messages Fs and of the noise level F , and require assigning ertain values to
these additive elds. The hoi e of !1 imposes the restri tion of Eq.(1), while
the last two terms remain nite. Note that the noiseD dynami al variables
E  are
PN
irrelevant to measuring the retrieval su ess m = N1
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latter monitors the normalized mean overlap between the Bayes-optimal retrieved
message, orresponding to the alignment of hSi i to the nearest binary value [9℄,
and the original message; the subs ript denotes thermal averaging. The sele tion of elements in D introdu es disorder to the system; we al ulate the partition
fun tion Z (D; J ) = TrfS ; g exp[ H℄ averaged over D,  and  using the repli a
method [8℄. We employ the repli a symmetry ansatz to obtain a set of saddle point
equations with respe t to the emerging ontinuous order parameters, representing
lo al eld probability distributions and the respe tive onjugate distributions [10℄.
For unbiased messages and either K  3 (L  2) or L  3 (K  2) we obtain both
the ferromagneti and paramagneti solutions either by applying the TAP approa h
or by solving the saddle point equations numeri ally. The former was arried out
at the values of F and Fs = 0) whi h orrespond to the true noise and input bias
levels (for unbiased messages Fs = 0) and thus to Nishimori's ondition [11℄. This
is equivalent to having the orre t prior within the Bayesian framework [9℄.
The most interesting quantity to examine is the maximal ode rate, for a given
orruption pro ess, for whi h messages an be perfe tly retrieved. This is de ned
in the ase of K; L  3 by the value of R = K=C = N=M for whi h the free
energy of the ferromagneti solution be omes smaller than that of the paramagneti
solution, onstituting a rst order phase transition. The riti al ode rate obtained
R =1 H2 (p)=1+(p log2 p +(1 p) log2 (1 p)) ; oin ides with Shannon's apa ity.
The MN ode for K; L  3 seems to o er optimal performan e. However, the
main drawba k is rooted in the o-existen e of the stable m = 1; 0 solutions, whi h
implies that from most initial onditions the system will onverge to the undesired
paramagneti solution. Studying the ferromagneti solution numeri ally shows a
highly limited basin of attra tion, whi h be omes smaller as K and L in rease,
while the paramagneti solution at m = 0 always enjoys a wide basin of attra tion.
Studying the ase of K = L = 2 , indi ates the existen e of paramagneti and
ferromagneti solutions depi ted in the inset of Fig.1. For orruption probabilities
p > ps one obtains either a dominant paramagneti solution or a mixture of ferromagneti (m = 1) and paramagneti (m = 0) solutions. Reliable de oding may
only be obtained for p<ps , whi h orresponds to a spinodal point, where a unique

Criti al transmission
rate as a fun tion of p, obtained analyti ally (3) and via BP (+) iterative
solutions (N = 104 ) for unbiased messages (averaged over 10 di erent initial onditions); error bars are smaller
than the symbol size. Shannon's bound
(solid line) is shown for referen e. Inset: The ferromagneti (F) and paramagneti (P) solutions as fun tions of p;
thi k and thin lines denote stable solutions of lower and higher free energies
respe tively, dashed lines orrespond to
unstable solutions. Lines between the
m = 1 and m = 0 axes orrespond to
sub-optimal ferromagneti solutions.
FIGURE 1.

1

F
+1

0.8

m
0

0.6

P
p

p

R

s

0.4

-1
0.2

0
0

0.1

0.2

p

0.3

0.4

0.5

ferromagneti solution emerges at m =1 (plus a mirror solution at m = 1). Initial
onditions for both simulations (TAP/BP) and the numeri al solutions were hosen
almost randomly, with a slight bias of O(10 12 ), in the initial magnetization. The
results obtained point to the existen e of a unique pair of global solutions to whi h
the system onverges (below ps) from all initial onditions.
The main question that emerges is the possibility of produ ing more ompli ated
onstru tions for whi h the spinodal point is loser to Shannon's riti al ip rate.
This has been based mainly on the introdu tion of irregular onstru tions [4,5℄,
where the number of unit elements per row/ olumn in the matri es A and B is not
xed. Analyti al investigation [12℄ aimed at optimising the onstru tion are yet to
provide a prin ipled method for arrying out the optimisation.
The study of parity he k odes and the insight gained from the analysis led us
to suggest the potential use of a similar system as a publi -key ryptosystem [13℄.
Publi -key ryptography is based on a distribution of a publi key whi h may
be used to en rypt messages in a manner that an only be de rypted, in pra ti al
time s ales, by the servi e provider. Several quite safe and eÆ ient ryptosystems
are urrently in use su h as RSA, ellipti - urves and the M Elie e ryptosystem
[15℄, most of whi h are based on number theory methods. Publi -key ryptography
plays an important role in many aspe ts of modern information transmission, for
instan e, in the areas of ele troni ommer e and internet-based ommuni ation.
It enables the servi e provider to distribute a publi key whi h may be used to
en rypt messages in a manner that an only be de rypted by the servi e provider.
In the suggested ryptosystem, a plaintext represented by an N dimensional
Boolean ve tor  2 (0; 1)N is en rypted to the M dimensional Boolean iphertext J
using a predetermined Boolean matrix G, of dimensionality M N , and a orrupting
M dimensional ve tor  , whose elements are 1 with probability p and 0 otherwise,
in the following manner J = G  +  ; where all operations are (mod 2). The

matrix G and the probability p onstitute the publi key; the orrupting ve tor
 is hosen at the transmitting end. The matrix G, whi h is at the heart of the
en ryption/de ryption pro ess is onstru ted by hoosing two randomly-sele ted
sparse matri es A (M N ) and B (M M ), and a dense matrix D (N N ), de ning
G = B 1 AD (mod 2) : The matri es A and B are generally hara terised by K and
L non-zero unit elements per row and C and L per olumn respe tively; all other
elements are set to zero. The nite, usually small, numbers K , C and L de ne a
parti ular ryptosystem. The dense invertible Boolean matrix D is arbitrary and is
added for improving the system's se urity. It may be onstru ted as D = T P , where
T and P are N  N triangular and random permutation matri es respe tively, for
minimising the omputational osts. All matri es are known only to the authorised
re eiver. Suitable hoi es of probability p will depend on the maximal a hievable
rate for the parti ular ryptosystem as dis ussed below.
The authorised user may de rypt the iphertext J by taking the (mod 2) produ t
B J = A(D) + B  , and nding the most probable solution to Eq.(1) using the
methods of BP; obtaining the estimate of  is obtained by taking the produ t of
the (D) estimate and D 1 . Studying the ase of K = L = 2 and p < ps we
learned that iterative BP de oding onverges to the ferromagneti solution from
any initial onditions. Cryptosystems with other K; L values generally su er from
a de reasingly small basin of attra tion as K and L in rease, although spe i
matri es with higher K and L values (su h as in [5℄) may still be used su essfully.
The ryptosystem o ers a guaranteed onvergen e to the plaintext solution, in
the thermodynami limit N ! 1, as long as p < ps . The main onsequen e of
nite plaintexts would be a de rease in the allowed orruption rate. Experimental
results with systems size as small as N =1000 still show good performan e.
The unauthorised re eiver, on the other hand, fa es the task of de rypting the
iphertext J knowing only G and p. The straightforward attempt to try all possible
 onstru tions is learly doomed, provided that p is not vanishingly small, giving
rise to only a few orrupted bits. We study the problem by exploiting the similarity
between the task at hand and the error- orre ting model suggested by Sourlas [9℄.
In this ase, the matrix G generated in the ase of K = L = 2 is dense and has
a ertain distribution of unit elements per row. The fra tion of rows with a low
( nite, not of O(N )) number of unit elements vanishes as N in reases, allowing one
to approximate this s enario by the diluted random energy model studied in [8℄.
To investigate the typi al properties of this (frustrated) model, we al ulate
again the partition fun tion and the free energy by averaging over the randomness
in hoosing the plaintext, the orrupting ve tor and the hoi e of the random matrix G (being generated by a produ t of two sparse random matri es). To assess
the likelihood of obtaining spin-glass/ferromagneti solutions, we al ulated the
free energy lands ape (per plaintext bit - f ) as a fun tion of overlap m. This an
be arried out straightforwardly using the analysis of [10℄, and provides the golfourse-like energy lands ape with a relatively at area around the one-step repli a
symmetry breaking (frozen) spin-glass solution and a very deep but extremely narrow area, of O(1=N ), around the ferromagneti solution [13℄.

It is worthwhile mentioning that this free-energy lands ape may be related dire tly to the marginal posterior P (Si = 1jJ ) 1  i  N and is therefore indi ative
of the diÆ ulties in obtaining ferromagneti solutions when the starting point for
the sear h is not in nitesimally lose to the original plaintext (whi h is learly
highly unlikely). Numeri al studies of similar energy lands apes show that the
time required in reases exponentially with the system size [14℄.
Most atta ks on this ryptosystems, by an unauthorised user, will fa e the same
diÆ ulty: without expli it knowledge of the urrent plaintext and/or the de omposition of G to the matri es A, B and D it will require an exponentially long time
to de ipher a spe i
iphertext. We investigated atta ks of several types, some of
whi h appear in [13℄, on luding that the suggested system is se ure.
A brief omparison of our method and the leading te hnique of RSA [15℄ shows
that: 1) RSA de ryption takes O(N 3 ) operations while our method only requires
O(N log N ) operations. 2) En ryption osts are of O(N 2 ) (as in RSA); inverting
the matri es B and D is arried out only on e and is of O(N 3 ). Two drawba ks of
our method: 1) The publi key is a dense matrix of dimensionality MN . However,
as publi key transmission is arried out only on e we do not expe t it to be of
great signi an e. 2) The iphertext/plaintext bit ratio is greater than one (as
is the ase in RSA). Choosing the N=M ratio is in the hands of the user and is
related to the se urity level required. In addition, the in reased transmission time
is ompensated by a very fast de ryption and the added robustness against noise.
We dis ussed the relation between Ising models, ertain error- orre ting odes
and publi -key ryptosystems. Important aspe ts that are yet to be investigated
in lude the relation between our results and the bounds obtained in the information theory literature for error- orre ting odes, nite size e e ts and methods for
alleviating the drawba ks of the new ryptosystem.
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